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Abstract 
This article argues that covert action is subordinate to security narratives, with covert 
action demanded by, empowered through and used to decisively impact the narratives 
of security threat that concern a state’s key power-granting audiences. A narrative 
approach to analysing covert action is developed based on narratology and 
securitisation. This approach reconciles the paradoxical historical record of implausible 
deniability with international relations theory, and challenges other risk-led approaches 
to understanding covert action. The narrative approach is supported by a class-severity 
model which updates existing ladder models of covert action escalation, enabling 
scholars to both detect occurrences of covert action and suggest attribution to an actor 
- a vital initial step for the study of non-Western covert action in particular. The narrative 
approach also enables the effectiveness of covert action to be measured in terms of its 
impact on security narratives, overcoming the limitations of existing approaches. The 
article employs these tools to analyse Russia’s 2014 annexation of Crimea, delivering 
new insight and identifying areas for further study for a key non-Western user of covert 
action. 
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Introduction 
On the twenty-second of February 2014, Vladimir Putin ordered the annexation of Crimea by Russian 
forces. Or was it the twentieth? The Russian medal awarded for the operation to “restore” Crimea gives a 
date two days before operations commenced, when Russian troops were observed mobilising on the 
border but the Kremlin claimed that no decision had been made to invade.1 This secrecy and misdirection 
creates a particularly difficult challenge for international relations scholars studying cover action. In such an 
uncertain environment, even basic facts about covert action such as what occurred, who was responsible 
for it and how effective it was are often unclear. This study develops techniques for answering all of these 
questions using a narrative approach, which builds upon recent academic contributions addressing the 
under-theorisation of covert action.2  
 
The main contribution of this article is to reframe covert action as subordinate to security narratives, rather 
than an isolated state activity with narrative effects. This approach enables a fresh approach to a wider 
range of scholarly questions on covert action and explains paradoxical observations on the characteristics 
of covert action such as so-called ‘implausible deniability’. While it challenges a risk-based approach to 
studying covert action, the narrative approach is highly compatible with recent scholarship, expanding it into 
a narrative-driven model and demonstrating it in a non-Western context. 
 
Modern Russian covert action offers an ideal case study for several reasons. First, it is an example of 
covert action conducted at scale, often by organisations not linked to intelligence agencies. Second, much 
covert action likely remains undiscovered, due to a lack of available records and possibly also effective 
obfuscation. Third, it is a complex foreign policy effort for Russia, where tactical mission aims do not 
reliably indicate the purpose of covert action. Though the ongoing war in Ukraine appears at first to be 
suitable for testing this framework, the delay in publication of academic research on even the early stages 
of the war mean means extensive primary research would dominate a study which also makes theoretical 
contributions. In the 2014 war, academic discussions of covert action only gained place after several years 
and the early academic conclusions have been significantly challenged since.3 Examining the 2014 war 
instead enables rigorous secondary sources to be used to support a case study which can then focus on 
testing the narrative approach. 
 
The article begins by exploring how narratology and securitisation apply to covert action. It expands the 
ladder model of escalation with a second dimension which acknowledges different attitudes to foreign 
interference between states, and allows benchmarking of covert action in terms of securitisation and 
empowered narratives. It then analyses Russian covert action during the annexation of Crimea using this 
narrative approach, first to detect and attribute plausible examples of Russian covert action, and then to 
measure the effectiveness of Russian covert action and compare with existing approaches to this task. It 
situates the narrative approach within current thought on covert action and international relations, in 
particular how it extends a framework proposed by Cormac, Walton and Van Puyvelde. Such analysis 
requires a strong theoretical foundation built upon a narrative understanding of covert action, which forms 
the first part of this study. 

 
1 Roger N. McDermott, ‘Brothers Disunited: Russia’s Use of Military Power in Ukraine’, in The Return of the Cold War: Ukraine, the 

West and Russia, 1st ed., Routledge Contemporary Russia and Eastern Europe Series 68 (London: Routledge, 2016), 9. 
2 Rory Cormac, Calder Walton, and Damien Van Puyvelde, ‘What Constitutes Successful Covert Action? Evaluating 

Unacknowledged Interventionism in Foreign Affairs’, Review of International Studies 48, no. 1 (January 2022): 112, 
https://doi.org/10.1017/S0260210521000231. 

3 Bettina Renz, ‘Russia and “Hybrid Warfare”’, Contemporary Politics 22, no. 3 (2 July 2016): 283–300, 
https://doi.org/10.1080/13569775.2016.1201316; Alexander Lanoszka, ‘Russian Hybrid Warfare and Extended Deterrence in 
Eastern Europe’, International Affairs 92, no. 1 (January 2016): 175–95, https://doi.org/10.1111/1468-2346.12509. 
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Covert Action and Narratology 
Although the role of narratives in public policy has been acknowledged since at least the 1980s, a narrative 
turn in international relations didn’t take hold as it did elsewhere in the social sciences.4 Instead, narratives 
were mostly explored from a meta-analytical perspective of paradigms in scholarship such as realism and 
liberalism.5 This trend was not reversed until the 2010s, when the academic study of narratives expanded 
and unlocked new perspective in several areas of international relations.6 Scholars such as Freistein and 
Gadinger argued that performative narratives of leadership are a key factor in understanding success and 
failure in international affairs.7 Others argued that security threats are constructed and perpetuated by 
hegemonic state actors, challenging positivist interpretations of security.8 A narrative approach has also 
been used to analyse foreign policy ‘fiascos’, expanding the understanding of how fiascos emerge.9 
Nonetheless, narratology has not been explicitly applied to covert action, although as will be explored later 
in this study the recent work of several scholars is highly compatible with a narrative approach. 
Some ideas from narrative analysis can be reconciled with the study of securitisation. Securitisation argues 
that security threats are constructed by political and social actors to gain the power to enact change.10 
Constructing these narratives empowers states to conduct politically sensitive security activities.11 This 
power, akin to political capital, is always granted externally to the centre of the state, by key audiences 
which could be electorates, oligarchs, a military and security establishment, powerful corporations, or 
international bodies such as the United Nations or African Union. This echoes parts of the narratological 
study of power in international relations. According to Carstensen and Schmidt, strengthening and shaping 
a narrative empowers a state to take action.12 As an issue is securitised, the power of this narrative 
increases, creating a social contract which demands action is taken against the threat.13 This social 
contract is expanded upon in narratology, where audiences are socially conditioned to expect a satisfying 
closure to a narrative; the more dramatic the threat, the more decisive the resolution must be.14 The 
securitisation process thereby creates both a responsibility to act against a threat and a justification for 
employing more severe action which violates international norms of non-intervention, empowering the state 
to use covert action even when that power has been shaped or even entirely constructed by a securitising 
actor.15 Power is not always available and must be constructed into narratives and harnessed dynamically. 
Even a state with overwhelming power can lose the ability to harness it if the supporting narrative is 

 
4 Barbara Czarniawska, ‘The Uses of Narratology in Social and Policy Studies’, Critical Policy Studies 4, no. 1 (28 April 2010): 58, 

https://doi.org/10.1080/19460171003715002. 
5 Riikka Kuusisto, International Relations Narratives: Plotting World Politics (London: Routledge, 2019), i. 
6 Jack Holland and Xavier Mathieu, ‘Narratology and US Foreign Policy in Syria: Beyond Identity Binaries, toward Narrative Power’, 

International Studies Quarterly 67, no. 4 (11 September 2023): 3, https://doi.org/10.1093/isq/sqad078. 
7 Katja Freistein and Frank Gadinger, ‘Performing Leadership: International Politics through the Lens of Visual Narrative Analysis’, 

Political Research Exchange 4, no. 1 (31 December 2022): 16, https://doi.org/10.1080/2474736X.2022.2124922. 
8 Annick T. R. Wibben, Feminist Security Studies: A Narrative Approach (London: Routledge, 2010), 43, 

https://doi.org/10.4324/9780203834886. 
9 Kai Oppermann and Alexander Spencer, ‘Studying Fiascos: Bringing Public and Foreign Policy Together’, Journal of European 

Public Policy 23, no. 5 (27 May 2016): 645, https://doi.org/10.1080/13501763.2015.1128228. 
10 Regina Kreide and Andreas Langenohl, Conceptualizing Power in Dynamics of Securitization: Beyond State and International 

System (Nomos Verlagsgesellschaft, 2019), 7. 
11 Ole Wæver, Securitization and Desecuritization, vol. 1993, Working Papers 5 (Copenhagen: Centre for Peace and Conflict 

Research, 1993), 6. 
12 Martin B. Carstensen and Vivien A. Schmidt, ‘Power through, over and in Ideas: Conceptualizing Ideational Power in Discursive 

Institutionalism’, Journal of European Public Policy 23, no. 3 (15 March 2016): 318–37, 
https://doi.org/10.1080/13501763.2015.1115534. 

13 Thierry Balzacq, ‘The “Essence” of Securitization: Theory, Ideal Type, and a Sociological Science of Security’, International 
Relations 29, no. 1 (2015): 106, https://doi.org/10.1177/0047117814526606b. 

14 Holland and Mathieu, ‘Narratology and US Foreign Policy in Syria’, 2. 
15 Lene Hansen, Security as Practice: Discourse Analysis and the Bosnian War (London: Routledge, 2013), 31. 
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inadequate; the Vietnam War demonstrates how a pre-eminent global military force can lose a war when 
the narrative behind the war is eroded and military action is no longer supported by key power-granting 
audiences.16 A security narrative is therefore essential for states to harness the power to take action, and 
to empower more severe action a stronger narrative must be developed and reinforced.17 
 
The escalating pattern under which these narratives develop is part of the essence of securitisation. As a 
security narrative becomes stronger, it empowers a state to take more severe action against that threat.18 
Waever and others have documented how this is achieved through escalatory speech acts, both explicit 
and implicit.19 Actions themselves can also escalate the narrative, including less severe covert action which 
can escalate a narrative to empower more severe covert action.20 This means that before a severe action 
takes place, a series of securitising moves would precede it as part of a coherent, escalating narrative. 
Available evidence supports this pattern: for example, before the 1954 CIA-led coup in Guatemala the US 
government released a series of public statements alleging that communists had infiltrated the Guatemalan 
government, linking this to the growing McCarthyite narrative of a Communist threat to US interests, and 
then at the Inter-American Conference shortly before the coup forced through an anti-Communist resolution 
which further securitised the narrative in return for economic support for Latin American states.21 Twenty 
years later, the CIA employed low-level covert action as securitising moves in Chile, recruiting agents to 
spread propaganda and funding friendly political groups to develop the narrative of the Chilean government 
as an unstable and dangerous socialist threat that needed to be removed.22 Visible evidence of 
securitisation such as these examples demonstrate how even if a covert action is obfuscated there is a 
large footprint of detectable narrative activity that takes place around it, which can form the basis for 
narrative-based investigation of the notionally concealed action. 
 
An escalating security narrative can involve both overt and covert activity as securitising moves. This is 
unremarkable from a narratological perspective, but requires reinforcement given that covert action tends to 
be studied in relative isolation to wider international relations. Recent scholarship argues that the difference 
between covert and overt action is overstated, and a campaign of security activity often includes both overt 
and covert actions.23 This implies substitutability between covert and overt action in escalating security 
narratives, an idea supported by Hulnick and Poznansky who both argue that a state chooses to take 
covert action after a threat has been identified.24 This is evident in the British campaign to counter 
unfavourable political developments in Chile, which included both overt intervention and the development of 

 
16 Ronald R. Krebs, ‘How Dominant Narratives Rise and Fall: Military Conflict, Politics, and the Cold War Consensus’, International 

Organization 69, no. 4 (2015): 30, https://doi.org/10.1017/S0020818315000181. 
17 Author's own work (forthcoming). 
18 Balzacq, ‘The “Essence” of Securitization’, 106; Hansen, Security as Practice, 31. 
19 Ole Wæver, ‘The Theory Act: Responsibility and Exactitude as Seen from Securitization’, International Relations 29, no. 1 

(March 2015): 121, https://doi.org/10.1177/0047117814526606d; Jennifer Saul, ‘Dogwhistles, Political Manipulation, and 
Philosophy of Language’, in New Work on Speech Acts, ed. Daniel Fogal, Daniel W. Harris, and Matt Moss (Oxford University 
Press, 2018), 360–83, https://doi.org/10.1093/oso/9780198738831.003.0013. 

20 Kreide and Langenohl, Conceptualizing Power in Dynamics of Securitization, 8.; Author’s own work (forthcoming). 
21 Piero Gleijeses, Shattered Hope: The Guatemalan Revolution and the United States, 1944-1954 (Princeton University Press, 

1992), 256–78; Richard H. Immerman, The CIA in Guatemala : The Foreign Policy of Intervention (Austin : University of Texas 
Press, 1982), 146–50, http://archive.org/details/ciainguatemalafo0000imme. 

22 E. James Walther, ‘Sabotage from Abroad? The Economic Impact of U.S. Interference in Chile 1970-73’, SSRN Scholarly Paper 
(Rochester, NY, 13 May 2019), 8–11, https://doi.org/10.2139/ssrn.3852413. 

23 Cormac, Walton, and Puyvelde, ‘What Constitutes Successful Covert Action?’, 113. 
24 Michael Poznansky, ‘Stasis or Decay? Reconciling Covert War and the Democratic Peace*’, International Studies Quarterly 59, 

no. 4 (1 December 2015): 818, https://doi.org/10.1111/isqu.12193; Arthur S. Hulnick, ‘What’s Wrong with the Intelligence Cycle’, 
Intelligence and National Security 21, no. 6 (December 2006): 977, https://doi.org/10.1080/02684520601046291. 
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a covert agent base to influence the Chilean political process from within.25 A security narrative may 
therefore feature overt and covert action as both securitising moves and decisive action empowered by the 
process.26 
 
Despite this substitutability with overt action, covert action interacts with a narrative in some unique ways. 
Perhaps the defining feature of covert action is its inherent secrecy - even if the effect of the action is 
visible, the activity that took place to achieve that effect is normally obfuscated or at least deniable, as is 
the identity of the state which conducted it. This idea has progressed from a traditional concept of “plausible 
deniability” to a more modern concept of “implausible deniability”, recognising that covert action can be 
successful even when the responsible actor has not ensured that their involvement can be convincingly 
concealed.27 The historical evidence of implausible deniability conflicts with the supposedly inherent 
secrecy of covert action. However, from a narratological perspective, an actor must influence the narrative 
to gain the power to act.28 This makes true secrecy a disadvantage and barely plausible deniability an 
advantage for covert action, meaning that some degree of attribution is possible even for unacknowledged 
foreign intervention. While the action itself may be hidden, the securitising process it is part of cannot be 
hidden or it would not escalate the narrative to empower covert action. This is central to a narrative 
understanding of covert action: although covert action may be easily obfuscated, the escalating security 
narrative surrounding it is much more difficult to hide. 
 
This relationship between detectable signatures, narratives and covert action is key to the power of the 
narrative approach. It may seem counterintuitive that a state conducting deniable activity would construct a 
detectable and attributable narrative around this activity. However, according to a narrative approach states 
have no choice. Either a narrative is highly securitised and covert action is already empowered by this 
narrative, or the state must further securitise the narrative to empower covert action. This contrasts with 
Poznansky’s view that states use deniability to insure against the risk of condemnation and loss of power.29 
Carnegie and Johnson have also both argued that secrecy is the primary utility of covert action rather than 
its narrative effect.30 However, these arguments imply that the intention to conduct covert action arises 
before the security narrative that demands its use. The risk-led perspective is based on an instrumentalist 
approach to power which argues that states always have the power to take any action that they are 
physically capable of, rather than needing to gain power through security narratives which are salient for 
their power-granting audiences (electorates, security establishments, allied states etc).31 This suggests that 
states would risk damaging a security narrative by using covert action in a manner deemed 
disproportionate or unnecessary by key audiences, but also deliberately hide all trace of the action and so 
gain no benefit with their audiences or securitised narratives. A ‘quiet option’ to deal with a low-level 
security threat still carries this high-risk, no-reward trade-off when not accompanied by a securitised 
narrative. Even restricting the arguments of the risk-led approach to attribution only, the same logic applies. 

 
25 Rory Cormac, How to Stage a Coup: And Ten Other Lessons from the World of Secret Statecraft (London: Atlantic Books, 2022), 

90. 
26 Author’s own work (forthcoming). 
27 Rory Cormac and Richard J. Aldrich, ‘Grey Is the New Black: Covert Action and Implausible Deniability’, International Affairs 94, 

no. 3 (1 May 2018): 482–83, https://doi.org/10.1093/ia/iiy067. 
28 Carstensen and Schmidt, ‘Power through, over and in Ideas’, 324. 
29 Michael Poznansky, ‘Revisiting Plausible Deniability’, Journal of Strategic Studies 45, no. 4 (7 June 2022): 519–22, 

https://doi.org/10.1080/01402390.2020.1734570. 
30 Allison Carnegie, ‘Secrecy in International Relations and Foreign Policy’, Annual Review of Political Science 24, no. 1 (11 May 

2021): 214–20, https://doi.org/10.1146/annurev-polisci-041719-102430; Loch K. Johnson, The Third Option: Covert Action and 
American Foreign Policy, 1st ed. (Oxford University Press, 2022), https://doi.org/10.1093/oso/9780197604410.001.0001. 

31 Andreas Langenohl, ‘Dynamics of Power in Securitization: Towards a Relational Understanding’, in Conceptualizing Power in 
Dynamics of Securitization: Beyond State and International System., by Regina Kreide (Baden-Baden: Nomos 
Verlagsgesellschaft, 2019), 25–67. 
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Covert action without detectable effect on a narrative is no better than taking no action at all, so regardless 
of whether attribution is obfuscated the effects will still be detectable. States do not insure against the risk 
of narrative damage by obfuscating the effects of covert action as this would diminish its utility, rendering 
covert action pointless in the first place. Instead, states insure against the risks identified by Poznansky, 
Johnson and others by securitising the narrative until such action is considered legitimate by the audience, 
which they achieve by empowering the action through a chosen narrative and by using the action to further 
reinforce the narrative.32 
 
A narrative approach shifts the focus of covert action scholarship away from the action itself to the security 
narratives surrounding it. This reconciles implausible deniability with narratology and securitisation, giving a 
theoretical explanation for the paradox that an inherently secretive activity is so often visible - and in cases 
such as the annexation of Crimea, barely hidden at all.33 Covert action depends upon narratives to 
empower the action, insure against the consequences of mission failure or attribution, and resolve the 
narratives of security threat which drive the use of such activity. According to the narrative approach a 
covert action is either contributing to the narrative or attempting to decisively resolve it. In both cases this 
requires a process of escalation and securitisation that can empower states to violate international norms 
and treaties in the name of security while still preserving the power granted to them by the securitised 
narrative. 
 
The narrative approach to covert action builds upon a growing body of scholarship which challenges 
traditional approaches to the field. Cormac and Daddow recognise the role of narrative in shaping 
perceptions of success and failure in foreign intervention.34 Sobel compares covert action directly to 
theatre, emphasising how it resembles performance and storytelling rather than military-style operational 
activity.35 Cormac, Walton and Van Puyvelde note the role of narratives and counter-narratives in the 
perception of success in covert action.36 Carson and Yarhi-Milo highlight the signalling effect of covert 
action in communicating severity and resolve, which can in turn reinforce security narratives.37 Most 
recently, Cormac refers to the role of narrative several times throughout How to Stage a Coup, asserting 
that states “get away with” covert action by controlling the narrative. Among others, Cormac offers the 
example of CIA intervention in the 1948 Italian election, which was empowered through a highly salient 
narrative of defending democracy in Europe.38 While the intersection of narrative, escalation and covert 
action is increasingly recognised, many theoretical gaps remain, including the utility of escalatory security 
narratives in analysing covert action. To effectively analyse covert action from a narrative perspective, the 
theoretical gap between narratology and covert action escalation must be bridged. 

Analysing Escalation in Covert Action 
Escalation in covert action has been studied since the 1960s, adapted from military theory and strategic 
studies.39 Military theorists argue that escalation is a conscious choice aimed to achieve specific policy 

 
32 Author’s own work (forthcoming). 
33 Cormac and Aldrich, ‘Grey Is the New Black’. 
34 Rory Cormac and Oliver J. Daddow, ‘Covert Action Failure and Fiasco Construction: William Hague’s 2011 Libyan Venture’, 

Journal of European Public Policy 25, no. 5 (20 February 2017): 702, https://doi.org/10.1080/13501763.2017.1291709. 
35 Ariel Whitfield Sobel, ‘All the World’s a Stage: Covert Action as Theatrical Performance’, Intelligence and National Security 37, 

no. 4 (7 June 2022): 577, https://doi.org/10.1080/02684527.2022.2065607. 
36 Cormac, Walton, and Puyvelde, ‘What Constitutes Successful Covert Action?’, 118. 
37 Austin Carson and Keren Yarhi-Milo, ‘Covert Communication: The Intelligibility and Credibility of Signaling in Secret’, Security 

Studies 26, no. 1 (2 January 2017): 155, https://doi.org/10.1080/09636412.2017.1243921. 
38 Cormac, How to Stage a Coup, 60, 215. 
39 Herman Kahn, On Escalation: Metaphors nd Scenarios. (New York: Praeger, 1965). 
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objectives rather than being inherent to conflict.40 Similarly, some covert actions are more severe and 
escalatory than others. Significant political power is required to violate the non-intervention principle, hence 
the requirement for security narratives to empower any covert action. The perceived severity of a covert 
action is linked to its scope: actions with greater impact are considered more escalatory.41 The range of 
possible covert foreign interventions and their normative severity have allowed scholars to rank them on a 
ladder of escalating severity. The ladder model, first proposed by Kahn in 1965, has been expanded upon 
by scholars such as Johnson and is now a benchmark for classifying covert action.42 Recent amendments 
by Brantly include cyber activities, now a common tool of foreign intervention, at appropriate points in the 
ladder.43  
 

Threshold Four: Extreme Options 
34 Use of WMD 
33 Major Secret Wars 
32 Critical Infrastructure Destruction 
31 Assassination 
30 Small-scale coup d’état 
29 Major economic dislocations; crop, livestock destruction 
28 Environmental alternatives 
27 Pinpointed covert retaliations against non-combatants 
26 Torture to gain compliance for a political deal 
25 Extraordinary rendition for bartering 
24 Major hostage rescue attempts 
23 Pinpointed digital actions against foreign combatants (non-civilians) 
22 Sophisticated arms supplies 
  

Threshold Three: High Risk Options 
21 Massive increases of funding in democracies 
20 Critical infrastructure degradation/denial 
19 Small-scale hostage rescue attempt 
18 Training of foreign military forces for war 
17 Limited arms supplies for offensive purposes 
16 Limited arms supplies for balancing purposes 
15 Economic Disruption without loss of life 
14 Information Communications Systems Disruption without loss of life 
13 Modest funding in democracies 
12 Massive increases of funding in autocracies 
11 Large increases of funding in autocracies 
10 Disinformation against democratic regimes 
9 Disinformation against autocratic regimes 
8 Truthful but contentious propaganda in democracies 
7 Truthful but contentious propaganda in autocracies 
  

Threshold Two: Modest Intrusions 
6 Low-level funding of friendly groups 

 
40 Richard Smoke, ‘War: Controlling Escalation’, in War (Harvard University Press, 2013), 

https://doi.org/10.4159/harvard.9780674434561; Lawrence Freedman, review of Review of War: Controlling Escalation., by 
Richard Smoke, International Affairs (Royal Institute of International Affairs 1944-) 55, no. 1 (1979): 97–98, 
https://doi.org/10.2307/2617142; Jr. L. L. Farrar, review of Review of War: Controlling Escalation, by Richard Smoke, The 
American Historical Review 83, no. 4 (1978): 971–72, https://doi.org/10.2307/1867659. 

41 Aaron Brantly, ‘Cyber Actions by State Actors: Motivation and Utility’, International Journal of Intelligence and 
Counterintelligence 27, no. 3 (12 May 2014): 476, https://doi.org/10.1080/08850607.2014.900291; Cormac, How to Stage a 
Coup, 14. 

42 Loch K. Johnson, Secret Agencies: U.S. Intelligence in a Hostile World (Yale University Press, 1996), 60; Kahn, On Escalation, 
37. 

43 Brantly, ‘Cyber Actions by State Actors’, 476. 
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5 Computer Network Exploitation 
4 Truthful, benign propaganda in democracies 
  

Threshold One: Routine Operations 
3 Truthful, benign propaganda in autocracies 
2 Recruitment of covert action assets 
1 Support for routine sharing of intelligence 

 
Figure 1 - The ladder of covert action escalation (Brantly, 2014) 

A ladder of escalation helps benchmark the severity of covert action, aiding the analysis of escalating 
security narratives. It enhances a narrative approach by providing practical definitions which support 
abstract concepts such as levels of severity and power, and shows what level of securitisation is needed to 
conduct specific covert actions. This helps to predict what types of covert action might occur in a more or 
less securitised environment, and highlights how highly escalatory actions can electrify a security narrative 
– or flounder if they have not themselves been sufficiently empowered by the narrative. 
 
However, the ladder model has shortcomings, such as its strict linearity that can constrain analysis. While 
the generally increasing trend of severity is well-established, the numerical escalation is far harder to verify. 
For instance, in this model the low-level funding of friendly groups overseas is more severe than computer 
network exploitation, which is near-impossible to prove. Using broader thresholds for escalation offers and 
reduces the risk of highly specific conclusions based on unverified assumptions. 
 
The ladder model also needs revision to improve its applicability beyond Western states. The US has 
dominated the understanding of covert action due to its unique combination of transparency and frequent 
action.44 This has influenced the perception of escalation in the ladder model. Johnson himself notes that 
the CIA has traditionally used propaganda more extensively than other types of covert action, suggesting 
that information activities may be considered less escalatory by the USA.45 Treverton has also suggested 
that for at least the last 20 years, the USA has disproportionately favoured paramilitary operations over 
other forms of covert action.46 All states are influenced by cultural norms for perceived severity, some of 
which are very different to those of the USA. For example, in modern Japan a strong culture of state 
pacifism, or at least anti-militarism, contributes to a significantly more restrained pursuit of foreign 
interventions, which also suggests a radically different attitude to use of covert action than the USA.47 
Grouping covert actions into related categories would help to adjust analysis for states with different cultural 
norms, making it more effective for analysing non-Western covert action. 
 
To properly analyse non-Western covert action, categorisation is therefore essential. Several scholars have 
attempted to categorise covert action, often using bottom-up approaches that group different actions by 
common features. Cormac and Wiant as well as Lowenthal have proposed such categories.48 Johnson 
proposed categorising based on the type of effect, suggesting propaganda, political covert action, 
economic covert action, and paramilitary operations as four major categories.49 Given the overlap between 

 
44 Cormac, Walton, and Puyvelde, ‘What Constitutes Successful Covert Action?’, 113. 
45 Loch K. Johnson, ‘Reflections on the Ethics and Effectiveness of America’s “Third Option”: Covert Action and U.S. Foreign 

Policy’, Intelligence and National Security 35, no. 5 (28 July 2020): 673, https://doi.org/10.1080/02684527.2020.1739479. 
46 Gregory F. Treverton, Intelligence for an Age of Terror (Cambridge: Cambridge University Press, 2009), 223, 

https://doi.org/10.1017/CBO9780511808708. 
47 Jennifer M. Lind, ‘Pacifism or Passing the Buck? Testing Theories of Japanese Security Policy’, International Security 29, no. 1 

(July 2004): 93, https://doi.org/10.1162/0162288041762968. 
48 Rory Cormac, Disrupt and Deny: Spies, Special Forces, and the Secret Pursuit of British Foreign Policy, First edition (Oxford ; 

New York: Oxford University Press, 2018), 6; Jon Wiant, ‘A Guide to Teaching about Covert Action’, The Intelligencer 19, no. 2 
(2012): 61–62; Mark M. Lowenthal, Intelligence: From Secrets to Policy (Washington, DC: CQ Press, 2019), 236. 

49 Johnson, ‘Reflections on the Ethics and Effectiveness of America’s “Third Option”’, 670–75. 
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covert action and overt action, a system that is independent of specifically covert techniques would be 
useful, aligning with Johnson’s type-of-effect approach. A top-down model for categorising the instruments 
of state power is published in NATO doctrine, which classifies actions into diplomatic, information, military 
and economic groups.50 This closely matches Johnson’s categories, narrowing ‘political’ to ‘diplomatic’ 
while broadening ‘propaganda’ to ‘information’, and grouping paramilitary alongside military activity to 
reflect the increasingly blurred lines between purely military and purely paramilitary operations.51 
Therefore, covert action can be categorised into diplomatic, information, military and economic action in line 
with broader models for state action. 
 
Reviewing the traditional ladder model using these four classes reveals a relative lack of examples of 
diplomatic covert action compared to the other three classes. The relative discretion of diplomacy makes 
examples of diplomatic covert action less visible compared to the other classes. Gentry proposes several 
diplomatic covert actions that are not included in the ladder model, including influencing foreign political 
leaders, covertly signalling intentions, and influencing the policy of a third party state.52 Among several 
examples of these provided by Gentry is the 1954 Lavon Affair, in which Israeli intelligence officers 
conducted diplomatic covert action inside Egypt in an effort to alter British foreign policy towards Egypt to 
better suit the Israeli security narrative.53 Diplomatic covert actions such as those highlighted by Gentry 
providing useful additional detail for the diplomatic class of covert action. 
 
A two-dimensional revision of the ladder model allows for nuanced analysis of how the escalating security 
narratives empower specific covert actions. It recognises that while the upward trend of severity is 
international norm, perceptions of severity by audiences vary according to state-level cultural norms. 
Decoupling from strict numerical escalation offers  flexibility which is crucial to studying such a secretive 
field. This revised class-severity model of escalation provides a robust yardstick for narrative analysis of 
covert action. 
 
 

 
50 North Atlantic Treaty Organisation, Allied Joint Doctrine, E (NATO Standardisation Office, 2017), 17–18, 
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Figure 2 - The Class-Severity Model of Covert Action (author’s own work; Kahn, 1965; Johnson, 1996; 

Brantly, 2014) 
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instruments and the different cultural contexts in which they are used. It bridges the gap between covert 
action escalation and narratological techniques by giving structure to concepts of escalation and severity. 
This model can be used to analyse covert action in several ways, but for this study the most relevant use is 
to support the detection of plausible covert action, and where action has occurred to support the attribution 
of covert action to a state. The next part of this study will demonstrate how a narrative approach can be 
practically employed to detect and attribute covert action. 

Detection and Attribution of Covert Action 
As described above, the inherent secrecy of covert action makes its detection and attribution a significant 
challenge. By its very definition some degree of ambiguity will always exist in covert action, and the natural 
academic discomfort with analysing something so uncertain is understandable. However, this hinders study 
beyond Western states, where the ready availability of primary sources and a press that is legally shielded 
from reprisal for reporting on secretive government activity have made it easy to ground analysis of covert 
action in already provable and established facts. To effectively use the narrative approach for non-Western 
covert action, sound academic judgement, rigorous analytical techniques such as those proposed in this 
article and a good evidence base identified using those analytical techniques are all required. When 
searching for concealed activity across the vast amount of information that is available, a structured method 
to narrow down the search is of great value. No tool or approach is a silver bullet for attributing covert 
action, but the main challenge for non-Western covert action is detecting it in the first place without leads 
from the press or government. Here, the narrative approach offers new contributions: firstly, suggesting 
how an actor’s cultural norms might impact its use of covert action; secondly, identifying what covert action 
might plausibly have taken place in a given narrative of security threat; thirdly, providing a more robust 
justification for suggesting that covert action might have taken place; and fourthly, offering evidence that 
supports the attribution of covert action to a given actor. Outside Western states, official confirmation of 
covert action cannot be expected, and even within Western states may not be forthcoming. After all, the 
British government denied the existence of a 177-meter tall telecom tower in central London for decades 

 

Diplomatic Information Military Economic 
E

xt
re

m
e 

A
ct

io
ns

 
M

aj
or

 A
ct

io
ns

 
M

in
or

 A
ct

io
ns

 

• Extortion of leaders 
• Interference in electoral 

and judicial processes 
• Instigation of coups 

d'état 

• Interfering in INGOs 
• Manipulation of 

electoral narratives 
• Manipulation of other 

state’s security 
narratives 

• Proxy wars 
• Assassination of 

leaders 
• De-badging of military 

forces for warfare 

• Destruction of critical 
infrastructure 

• Economic sabotage 
• Environmental or 

weather manipulation 

• Use of covert threat to 
force policy change 

• Use of foreign 
diplomatic agents to 
affect relationships 

• Contentious or untrue 
propaganda 

• Provision of secret 
intelligence to proxies 

• Foreign media 
interference 

• Assisting with 
preparations for war 

• Offensive cyber 
operations 

• Intervention in wars 

• Funding or arming of 
paramilitary units 

• Disruption of economic 
activities 

• Funding of a target’s 
opposition groups 

• Influencing policy of 
other states 

• Instigating diplomatic 
expulsions 

• Manipulating visa and 
travel activity 

• Truthful propaganda 
• Controlled release of 

secret information 
• Domestic media 

interference 

• Training of friendly 
military groups 

• Dual-purpose military 
activities 

• Covert recognition of 
paramilitary forces 

• Manipulation of 
financial markets 

• Funding of friendly 
political organisations  

• Acquisition of 
intellectual property 



10 

and redacted its name to ‘Tower 23’ in court documents.54 Tools that can attribute covert action with some 
degree of confidence are thus crucial for studying non-Western covert action.  
 
Using a narrative approach for this purpose is based on the importance of the securitising narrative in 
empowering a state to conduct covert action. This link can be traced in both directions to detect and 
attribute covert action. When a sudden change occurs in a narrative, perhaps a shift in perceptions of the 
severity of a threat or the power of an actor to act against it, the effect of this on the security narrative can 
be traced back to an action. If the action is overt, it should be evident and the narrative effect can be 
attributed to it easily. However, the absence of an overt action suggests that covert action may have taken 
place instead. The narrative approach alone does not provide confirmation of covert action, but it does 
enable scholars to make reasoned judgements about the potential existence of covert action, and offers 
tools to narrow down the otherwise daunting search for undetected covert action. 
 
While the action itself may be concealed, the effect it has on the narrative makes it possible to identify. This 
can be applied in three ways. One method is to start with a suspected covert action, such as suspicious 
bombings with the hallmarks of false flag attacks in Crimea, and trace the effect outwards to understand 
whose security narratives are benefitted by this effect. Attribution is possible when there is a clear benefit to 
a state’s security narratives. Attribution may never be conclusive, but the narrative approach adds weight to 
an assertion by demonstrating the benefit a covert action has provided. Another method is to start with the 
effect on the narrative. The escalating process of securitisation, shown plainly by Russia intensifying its 
rhetoric and ultimately invading another country, provides a rich environment to detect covert action. It is 
not difficult to detect the use of covert action around the annexation of Crimea based on the escalation of a 
security narrative: for example, the sudden desertion or defection of several senior Ukrainian military 
commanders in Crimea around the invasion clearly reinforced Russia’s preferred narrative as defined 
below, and enabled a swifter takeover of the peninsula.55 With no evidence of overt Russian action but a 
strengthening of the Russian security narrative, a covert action can in this case be plausibly attributed to 
Russia. A final method is to identify a security narrative itself by analysing what the narrative effects of a 
covert action may contribute towards. By extrapolating from a suspected or identified covert action, 
conclusions can be drawn about which narrative an actor sought to affect. All three of these methods 
support the detection and attribution of covert action using a narrative approach. 
 
Around the annexation of Crimea, the Kremlin launched an information offensive considered by many to be 
highly effective in narrative building. Scholars have extensively studied these narratives, simplifying the 
task of identifying and analysing them to detect and attribute covert action. Even if multiple sub-narratives 
exist, an overarching security narrative must be identified to enable further analysis. Hagmann argues that 
such narrative will articulate a threat, construct it in terms of security (as opposed to expansionism, national 
interest or some other motivator), and specify who is being threatened, by whom and why.56 These 
elements can be identified relatively easily from existing studies of Russian narratives surrounding the 
invasion of Crimea. 
 
The NATO Strategic Communications Centre of Excellence identified several key themes in the Russian 
narratives around Crimea. These themes emphasise ethnic and national identities, present Ukraine as 
central to ‘Eurasianism’, depict Ukrainian leadership as incompetent, and highlight a ‘Nazi’ or ‘fascist’ 
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threat.57 This suggests that Russia did not push a single dominant narrative but rather a series of related 
themes. Nonetheless, the narrative approach predicts that an underlying narrative of security threat will be 
present throughout Russian securitising moves, and should become apparent from the available 
information. Reviewing the narratives identified above, it is difficult to determine the underlying threat 
immediately. These are better considered as messages rather than narratives, individual soundbites 
generated from information activities than in turn feed a core security narrative. Indeed, Russia used 
deniable state and state-linked media outlets in Crimea and other European countries in 2014 to spread 
these messages.58 Thornton’s analysis of Russian information activities suggest that Russia’s overarching 
narrative aimed to avoid a NATO response by operating below the threshold for intervention.59 However, 
Russian media activity portrayed Ukraine as a battleground rather than as an aggressor, suggesting that 
malign Western influences in general and NATO in particular were treated as the source of this threat. 
Furthermore, Russian-aligned media painted ethnic Russians in Ukraine as the victim instead of the 
domestic Russian population.60 An initial characterisation of this Russian security narrative presents NATO 
as a threat to ethnic Russian populations. 
However, this narrative of threat does appear to be restricted or focused in some ways. Unlike the Global 
War on Terror, where the Bush Administration stated that only the total destruction of threat organisations 
such as Al-Qaeda would resolve the security threat, Russian narratives in this period do not demand the 
annihilation of NATO.61 Russian speech acts during this time were identified by Lange-Ianatamisvili to have 
a clear regional focus, on the so-called ‘near abroad’ of Russia.62 Thornton’s analysis of Russian narratives 
also shows an effort to avoid Cold War-style escalation that would invite a NATO response. Instead, Russia 
emphasised its ability to intervene in its near abroad and highlighted the lack of response from NATO.63 
Reversing these speech acts and considering them from a perspective of external threat rather than 
internal strength, the underlying narrative is focused on NATO influence and intervention in the former 
Soviet Union states which border Russia – in this particular case, Ukraine. This refines Russia’s core 
securitising narrative during the invasion of Crimea to: ‘NATO influence in Russia’s near abroad poses an 
existential threat to the security of ethnic Russian populations’. With this narrative characterised, 
securitising moves and escalation can be compared to the class-severity model to determine the severity of 
actions Russia could take based on this narrative. Here the second axis in the model becomes important, 
as Russian norms for the use of covert action differ from the US norms which the original ladder model was 
based on. 
 
A comprehensive analysis of Russian norms for covert action in the 2010s could form the basis of its own 
study. For this purpose, a brief examination of Russian norms across the four classes will suffice. Bertelsen 
et al offer a useful breakdown of Russian norms in a comparison with their Western equivalents. For 
instance, while Russia views overt diplomatic action similarly to Western states, for covert diplomatic action 
Russia routinely uses “force, bullying, and intimidation” - major actions in the class-severity model.64 For 
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information activities, the United States Intelligence Community published a 2016 reporting noting that 
“Moscow’s influence campaign followed a messaging strategy that blends covert intelligence operations—
such as cyber activity—with overt efforts by the Russian Government agencies, state-owned media, third 
party intermediaries, and paid social media users”, which the Atlantic Council found compelling evidence of 
in Ukraine, the UK, the USA, France and Germany between 2014 and 2017.65 The widespread and prolific 
nature of these activities suggests that they are not limited to highly securitised issues. As such, 
traditionally more escalatory information actions would be used more routinely by Russia around the 
invasion of Crimea.  
 
Russian attitudes to covert military action, particularly at the more escalatory end, differ depending on 
whether the target is considered domestic or foreign. This does not necessarily align to state boundaries. 
For example, there is compelling evidence that in the few years to 2017, Russia conducted at least 15 
assassinations abroad, mostly targeting Russian citizens considered threats or traitors by the Kremlin.66 
Such extreme covert military action is rarely observed outside the Russian diaspora and near abroad, 
reflecting enduring post-Soviet attitudes to ‘domestic’ security as well as the wide remits of Russian 
intelligence agencies regarding such ‘internal’ matters.67 When evaluating covert action during the 
annexation of Crimea, this normalised approach to extreme military action suggests that key audiences for 
Russia may have felt less need for narrative empowerment of highly securitised action. Benchmark 
evidence for Russian covert economic action is harder to find, but the 2007 cyberattacks on Estonian 
economic infrastructure offers one example. This “consisted of a concerted series of online vandalism, 
botnet attacks, and denial-of-service attacks”, which impacted banks, businesses, ATMs, and email 
servers, effectively switching off the Estonian economy.68 Although this is considered extreme by the class-
severity model, a lack of well-studied evidence of economic covert action beyond isolated examples such 
as this prevents a reliable understanding of Russian attitudes, beyond acknowledging that Russia is 
capable of and willing to conduct extreme economic covert action. To summarise the Russian norms for the 
use of different types of covert action, Russia has demonstrated that it is willing to routinely conduct major 
diplomatic covert action and extreme information covert action, and in its near abroad or against Russian 
citizens conduct even extreme military covert action. Using the second axis of the class-severity model 
offers more nuanced insight into potential use of covert action than the traditional ladder model. 
 
Applying the narratological concept of empowerment to the benchmark of the class-severity model 
suggests that many Russian covert actions during the invasion of Crimea may remain unidentified. Within 
the thresholds established above are several types of covert action which would have been empowered by 
Russia’s highly securitised narrative. For example, the narrative approach predicts major diplomatic covert 
action focused on the Russian narrative of malign Western influence in the Russian near abroad. In the 
build-up to the Euro-Maidan protests of 2013, Russia’s loud objections as Ukraine attempted to sign a trade 
deal with the European Union suggest a securitising process was occurring, and raises the possibility of a 
narrative power deficit.69 Notably, at the latter end of this period the Ukrainian Prime Minister Mykola 
Azarov and President Viktor Yanukovich had a sudden change of heart. On 21 November 2013, they 
almost overnight reversed direction away from the EU towards Russia, and began to repeat phrases about 
improving “relations with CIS countries” while Putin began publicly referring to an “integration project” on 
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the exact same day.70 These indicators appear sudden from a policy perspective but not from a narrative 
perspective, and these effects could be explained by extreme diplomatic covert action such as the use of 
covert threat to force policy change or the recruitment of diplomatic secret agents. In the absence of 
traditional evidence such as archival records, the model offers a compelling start point for further 
investigation of Russian diplomatic covert action during the annexation of Crimea, giving conceptual weight 
to a hypothesis that Russia employed covert threat to force policy change from Ukrainian officials. To 
increase the confidence of this attribution further, primary research is generally required; the contribution of 
the narrative approach is to guide the search for such examples, and provide an indication of its plausibility 
based on the level of securitisation at the time. 
 
Calibration refines the class-severity model where information on cultural norms is available, but such 
calibration is not essential. Nonetheless, plenty of calibration evidence is available for the Crimea case 
study and so firmer conclusions can be drawn from the model. Based on the highly securitised narrative 
perpetuated by Russia and the eventual use of some of the most extreme military actions available, the 
model suggests that major economic covert action was likely to have taken place in Crimea. This would 
include significant funding for friendly organisations, manipulation of financial markets and disruption of 
money transfers among other actions. In this way, the class-severity model can guide the detection of 
previously unexplored types of covert action even without a full calibration for non-Western norms. For 
economic action, evidence of manipulation of financial markets abounds, although much of this has already 
been firmly attributed to Russia. To some extent, any indicator of covert action against Ukraine’s industrial 
base which might have contributed to the 4.7% decline in industrial output in 2013 could be explained away 
by Russia’s overt programme of economic sanctions rather than specifically covert activity.71 However, 
some specific examples are less easily explained. A 7.1% drop in manufacturing output, 25% drop in 
fertiliser production and 13.2% drop in machine building all stand out against the averages despite being 
sectors not specifically targeted by sanctions.72 Each of these examples is a potential indicator of Russian 
economic covert action. The model also identifies other covert actions which would have been empowered 
by Russia’s security narrative at the time. In particular, evidence of covert funding for friendly organisations 
is widespread, and is interspersed with indications that Russia not only funded but also provided personnel 
to pro-Russian vigilante and militia groups.73 Russia’s funding and arming of militia groups in Crimea as 
described by Thornton draw attention to other, lower level economic actions which have not been reported, 
such as the covert acquisition of intellectual property.74 The narrative approach can be used to inform and 
direct a search for evidence of covert action, narrowing down a wide and clouded range of activity to 
particular areas of Ukrainian industry which may have been targeted by sabotage or disruption, and giving 
weight to attribution of covert Russian support to paramilitary groups. While the inherent secrecy of covert 
action will always prevent a challenge to scholars, a narrative approach offers a more methodical and 
reasoned basis for attributing events such as these to covert action, rapidly narrowing down a huge area of 
study to enable highly focused research, increasing the likelihood of successfully detecting and attributing 
covert action. 
 
There are challenges to using a narrative approach for detection and attribution of covert action. First is the 
difficulty of inference which avoids undue speculation. The narrative approach guides research and 
discovery, and offers insight into how a narrative could have plausibly empowered specific types of covert 
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action from the wide range of options available. It does not replace rigorous analysis of available 
information, but guides and focuses this analysis to lessen the challenge of searching blindly for evidence 
of activities which are inherently secretive. This is particularly important for non-Western covert action, 
which may never be detected by the press or citizen journalism, especially when such activities are 
suppressed by governments, and are far less likely to be acknowledged tacitly by states themselves. The 
narrative approach allows scholars to conduct more effective research to detect and attribute covert action 
in environments where already-reported evidence cannot be relied upon as a guide. Another challenge is 
the risk of falling prey to well-constructed covert information activities even while studying such action. As 
demonstrated above, an underlying securitised narrative is sometimes revealed only through extensive 
analysis of a wide range of speech acts and information actions. A successful covert action by a third party 
could be indistinguishable from other narratives such as these, and in theory could construct an entirely 
false narrative that would lead to false scholarly conclusions. To overcome this, a wide lens and an open 
mind are both required. As well as analysing how an action may contribute to a state’s security narrative, it 
is always worth examining how this may also contribute to the narratives of adversaries, which frequently 
share many of the same characteristics but in reverse. High-profile issues such as Taiwanese 
independence, which has been highly securitised by both the US and China, can lead to situations where 
both actors benefit from the same securitising move, especially where their underlying narratives concern a 
different type of threat posed in the same environment.75  
 
While this risk cannot be eliminated completely, it is certainly worth identifying opposing narratives which 
may also be benefitted by a given action. In cases where multiple actors might have benefitted from an 
action, further evidence may be required to distinguish between them. A final challenge is the potential to 
attribute covert action where it has not taken place and an empowered narrative and effect are merely 
unfortunate coincidences. This underscores the importance of not relying solely on the insight of the 
narrative approach to attribute covert action. The approach works best when it guides further research to 
uncover corroborating evidence, and the absence of further evidence may sometimes be an indicator that a 
coincidence is just that. These challenges highlight that the narrative approach must be used with care, 
corroboration and sound judgement. Nonetheless, it is greatly useful to give insight into the plausibility of 
covert action based on the degree of securitisation and the severity of the action for each actor, enabling 
detection and attribution without an initial prompt from high-profile primary evidence. To demonstrate the 
full utility of the narrative approach for analysis, the remaining task is to apply it further to judge the 
effectiveness of covert action once it has been detected and attributed. 

Measuring the Effectiveness of Covert Action 
A narrative approach can be used to measure the effectiveness of covert action. Compared to detection 
and attribution, measurement of effectiveness has received more scholarly attention. It is particularly useful 
in comparative analysis to compare covert action over time periods, between actors or different types of 
covert action used by the same actor. There are three broad approaches to measuring the effectiveness of 
covert action, the most common of which is the mission success approach. Arguably the most intuitive goal 
of covert action is achievement of its defined mission, which is probably why mission success has so often 
been used to measure effectiveness. This can be thought of as success in the eyes of the mission leader. 
Lowenthal argues that more successful covert action is tied to well-defined tasks and specific policy 
outcomes.76 Daugherty takes an even more reductive view, arguing that a “successful outcome is one in 
which… objectives sought by the President are obtained”.77 The main advantage of this approach is its 
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simplicity, as it allows for straightforward measurement of effectiveness for actions which have clearly 
defined and well understood mission goals. 
 
However, the mission success approach has several flaws. It doesn’t account for tactical successes with 
other negative consequences or tactical failures with other positive consequences. This problem is 
demonstrated by the CIA’s international organisations programme, which ran from the 1940s to the 1960s. 
The mission was to emulate Soviet-controlled international non-governmental organisations (INGOs) such 
as the World Peace Council, the World Federation of Democratic Youth and the World Federation of Trade 
Unions with INGOs that produced pro-US propaganda.78 The mission was achieved; several CIA-controlled 
INGOs became viable, most notably the National Students’ Association (NSA), and began producing 
propaganda targeting the Soviet Union. However, the revelation of CIA control in 1966 damaged both CIA-
sponsored and independent anti-Soviet INGOs, significantly harming the credibility of all of these groups.79 
By mission success standards these covert actions were effective, but this approach prevents wider context 
being taken into account. Widening the definition of the mission defeats the purpose of using it in the first 
place, and can lead to imbalance if covert actions are measured by completely different criteria. This 
presents a dilemma: adding to the mission criteria creates disparity, while relying on mission goals alone 
ignores the wider impact, making it a poor option in either regard. The ready availability of US examples 
highlights another pitfall, that this approach is not easily applicable beyond the USA where missions are 
often well-defined and stated publicly. For many covert actions, the defined mission objective may never be 
confirmed, limiting the use of this approach in many contexts. 
 
Conventional wisdom of the ‘mission success’ approach holds that a goal must be defined by a narrow 
outcome, typically referring to a single covert action against a single policy objective.80 In Crimea, the 
mission was arguably the transfer of political control of Crimea to Russia. Lanoszka notes that during the 
annexation, foreign influenced political elements in Ukraine were portrayed as a threat to ethnic Russians in 
an escalating pattern.81 Thornton provides a detailed chronology of this securitisation process, showing 
how low-level information activities gradually escalated to full-scale invasion by de-badged forces.82 The 
securitising narrative has enabled an invasion of Crimea, a clearly defined mission goal which might 
suggest that the mission success approach would be useful here. However, Cormac et al criticise this 
approach, arguing that “it captures only a slice of the many other aspects linked to success, such as legality 
and values… it further assumes a rational state that defines clear and measurable policy objectives and 
links them to covert actions before conducting them”.83 Renz adds that much scholarship of Russian covert 
action in Ukraine "implies a coherence of effort and level of strategic foresight that is simply unrealistic and 
risks making Russia and its leadership look stronger than it actually is".84 The mission success approach 
obfuscates a much more complex picture by suggesting that all Russian activity built towards a single goal 
rather than developing organically. Measuring the effectiveness of Russian covert action by this final state 
would lead to false conclusions based on a flawed assumption of coherence. Between the limitations of an 
overly narrow scope, difficulty reconciling tactical and strategic level consequences and problems 
accounting for covert actions with unclear or obfuscated mission goals, it is apparent that the mission 
success is inadequate for measuring the effectiveness of covert action. The mission goal is not irrelevant to 
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academic study, but there are simply too many drawbacks to adopt a mission success approach to 
measuring effectiveness, and an alternative must be identified. 
 
Another approach focuses on the threats a state faces by arguing that covert action is more effective when 
it reduces the threat by a greater amount. This fits well with the language of securitisation from which the 
narrative approach is derived. Reducing or eliminating an identified threat could be considered a universal 
goal of covert action, or as success in the eyes of the referent object – the audiences who the securitising 
actor claims are under threat. This ‘stated threat’ approach would also provide a common benchmark to 
compare the success of multiple covert actions without needing to standardise mission aims or uncover the 
true parameters of individual covert actions. However, while covert action is often legitimised by linking it to 
a threat, successful covert action may not reduce that threat. For example, covert political activity to 
influence the opinions of a third actor or discredit a target may increase the threat in the short term but still 
be successful if it facilitates or empowers further action. During the annexation of Crimea, Russia was 
repeatedly accused of ‘false flag’ activity which escalated tensions and strengthened the Russian grounds 
for an invasion.85 This false flag activity enabled further action, but its success cannot be effectively 
measured by solely considering their impact on the stated threat, especially given that an increase in the 
threat may have been the aim. There is also risk of ‘blowback’, as noted by Johnson, when considering the 
stated threat approach.86 Russian activity in Crimea created disinformation narratives which muddied the 
information environment and overwhelmed other organic narratives such as that of an independent Crimea 
without Russia.87 Measuring the effectiveness of covert action using Russia’s stated threat constricts 
subsequent analysis to the frame of Russian narratives, and ironically reinforces Russian information 
activities in academic forums. For Russian covert action during the annexation of Crimea, the stated threat 
approach describes the narrative itself more than the goal, and is vulnerable to information activities, 
making it less than ideal for measuring the effectiveness of covert action. 
 
The phenomenon of enabling covert actions as mentioned above illuminates a more robust option for 
measuring effectiveness. Enabling activities aim to create additional capital for some other use. In the 
context of securitisation, the goal is to empower more severe action by the securitising actor.88 As noted 
above, covert action can serve a securitising move but also as a resolving action against a threat. In both 
cases, the ultimate effect of covert action can be measured in narrative terms. This approach views the 
narrative itself as the object of change, rather than focusing on intermediate changes in the environment as 
the mission success approach does. Instead of success as perceived by the mission leader or the referent 
object, this approach takes the broadest view, evaluating success with respect to the construction and use 
of power by states. The narrative approach allows for the full range of state activity, eliminating the need for 
an identifiable tactical-level goal  as well as the requirement for the level of public, legislative or press 
scrutiny that would be required to identify a mission aim and which is not forthcoming outside the western 
world. It also aligns the measurement of effectiveness with the desired effect,  overcoming the inherent 
secrecy of covert action by measuring effects, which are typically observable, rather than methods, which 
are often concealed. Finally, this approach compares like with like, using security narratives – which are 
always present – as a means of comparison between covert actions, even when conducted by very 
different actors.  

 
85 Agence France-Presse, ‘Mysterious Spate of Bombings Hit Ukraine Military Hub’, Agence France-Presse, 10 December 2014, 
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The narrative approach has many advantages compared with the previous approaches, but it does have 
limitations. First, it does not balance between actors of varying size and power, although this can be easily 
mitigated on a case-by-case basis. Another challenge is aligning actions to their corresponding security 
narratives, especially where the narrative link to a covert action may not be obvious. However, the purpose 
of a security narrative is to be perpetuated and grow, meaning that states will generally reveal this narrative 
when using it to empower covert action. The narrative approach suggests that when states lack the power 
to conduct a desired action, they must make securitising moves to empower the action. Just as narratives 
help to detect and attribute covert action, narrative effects can also be used to measure the effectiveness of 
covert action using a narrative approach. The impact that a covert action has on a state’s empowering 
security narrative is a universal indicator of its effectiveness. This gives scholars a reliable benchmark for 
measuring the effectiveness of covert action. 
 
A final example using the Crimea case study demonstrates how the narrative approach can be used for 
comparative analysis as well as analysis of individual actions, in this case evaluating the effectiveness of 
Russian efforts in Crimea across different classes of covert action. Adjusting the class-severity model to 
account for the Russian norm of extreme covert action in its near abroad suggests that extreme information 
and military covert action was empowered at this time, and there is plenty of evidence of both of these 
types of action.89 Russian use of social media and mass media outlets was a masterclass in enhancing a 
narrative through information activities not attributable to the state. Russia’s most popular TV shows were 
“actively involved in framing opinions about the situation in Ukraine from the very beginning of the crisis”.90 
The NATO STRATCOM Centre of Excellence highlights the early adoption of troll farms by Russia to create 
an organic-seeming information environment to reinforce their narrative. Extreme information activities such 
as interference in the democratic functions and domestic security narratives of another state are now 
considered to be key features of Russia’s invasion of Crimea. NATO considers this activity to be Russia’s 
early validation of extreme covert information action as the core of its doctrine for regional foreign policy.91 
Russia’s military covert action is perhaps the most iconic symbol of the annexation of Crimea. The use of 
de-badged military and special operations forces is well-reported, and considered a great success of the 
annexation of Crimea.92 These so-called ‘little green men’ conducted kinetic activity and allowed for 
concentration of force at key centres of gravity, and are credited with allowing Russia to annex part of 
another country effectively bloodlessly.93 
 
In the class-severity model, both the information action and the military action are considered extreme. 
Both had a significant impact on Russia’s security narrative of threat to ethnic Russian populations in its 
near abroad. Tracing the effects of these covert actions using the narrative approach, two contrasting 
arguments can be made. One argument is that the ambiguity of the military forces was critical to Russia’s 
subsequent annexation, making covert military action the most effective part of Russia’s invasion of 
Crimea. Another argument is that Russian covert information action was critical to enable subsequent 
action, acting as a force multiplier for the empowered narrative. The narrative approach allows these 
different types of action to be compared for their relative effects on the overall narrative. The military covert 
action was arguably the penultimate step in Russia’s securitisation process. It resolved the security 
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narrative with a satisfying conclusion, demonstrating that Russia can employ its military might in its near 
abroad and showing NATO power in the region to be ultimately ineffective against Russia’s decisive 
protection of its people. Conversely, the impact of Russia’s information covert action can be judged based 
on its role as a securitising move, although still in terms of the narrative. Though the military action was 
highly impactful on the narrative, it could not have taken place without a level of empowerment that was 
provided by the campaign of extreme information action. The narrative approach shifts the focus of this 
comparison towards the narrative effects, changing the question from ‘which actions achieved the mission?’ 
to ‘which actions had a more decisive impact on the security narrative’? A compelling case can be made for 
both classes of action, as they both affected the narrative in significant ways. However, the campaign of 
information activity had a dramatic escalatory effect on the narrative which ultimately empowered military 
action that would have been unthinkable mere months before. Therefore, it may be argued that Russia’s 
information covert action was more effective than its military covert action because of the critical 
empowering function it served for the subsequent resolving action. 
 
A related approach to measuring effectiveness was proposed recently by Cormac, Walton and Van 
Puyvelde. Their model includes three dimensions for success, including a variant of mission success, 
success against policy objective, and a third dimension for second-order effects such as improving the 
electoral prospects of an actor conducting covert action.94 They measure effectiveness by combining 
insight across all three dimensions with a distinctly narrative-focused lens: 
 

“A covert action is successful when salient observers judge that an operation met the 
goals that proponents set out to achieve; when these judgements have stuck; and when 
there is minimal criticism of the way the state achieved this and of the political 
consequences.”95 

 
Such an approach acknowledges that covert action has narrative effects, part of the growing consensus 
within which this article is situated. There is plenty of overlap between their approach and the narrative 
approach proposed here. Both recognise the importance of factors other than the mission itself in 
determining success. Cormac et al choose perception rather than narrative as the fundamental factor, but 
still argued that perception of success is more important than mission success, and that strategic benefits 
are gained from a narrative of tactical success, in common with this study.96 Their approach also offers an 
opportunity to contrast existing approaches with a primary contribution of this article, which places the 
narrative at the centre of analysis rather than the action itself. The narrative approach argues that effective 
covert action can only take place when sufficiently empowered by a security narrative, and measures 
effectiveness solely in terms of the impact on that narrative. This aligns with Cormac et al’s use of narrative 
to judge the effectiveness of covert action, but extends this concept significantly by discounting the 
achievement of the mission as a factor entirely, and by placing these ideas in the context of a narratological 
perspective on empowering the use of covert action, and a securitisation perspective on the manner by 
which the narrative escalates and develops. Developing the ideas of Cormac et al further and placing them 
in this wider context will continue their work in resolving the under-theorisation of covert action. 

Conclusions 
Placing the narrative at the heart of analysis is key to overcoming the inherent difficulties of studying covert 
action. Recognising the role of securitising processes in harnessing the power inherent to narratives, and 
developing this concept in the context of covert action, the narrative approach can be used as the basis for 
a wide range of analytical techniques. In this particular case, it has highlighted that the undercurrent of 
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Russian activity during the invasion of Crimea was a security narrative which focused on the foreign threat 
to ethnic Russians in Russia’s near abroad. It identified plausible examples of Russian economic covert 
action against the Ukrainian economy, narrowing down a vast search to specific sectors and providing a 
basis for further investigation in these areas which may produce sufficient corroboration to provide firm 
attribution. The narrative approach also offered a mechanism for attributing sudden changes in the 
narrative to Russian covert action, and through the class-severity model suggested particular types of 
covert action which had been empowered to take place by the Russian narrative at that stage. It then 
argued that the significant role of information activities outweighed even the final military action in its 
effective contribution to the Russian security narrative. 
 
A narrative approach to covert action challenges the conclusions of some risk-focused approaches, but 
does not discount the observations and logic of such arguments, only placing them in a wider context to 
reveal how their interactions with larger security narratives change the way that covert action can be 
viewed. It builds upon many recent contributions to this field, particularly those which recognise the 
importance of narrative and audience in states’ use of covert action. Perhaps most importantly, the 
narrative approach links two prominent concepts in international relations theory to the major ongoing effort 
to resolve the under-theorisation of covert action. By adopting a narrative approach, scholars can take 
advantage of several new tools which shine a light on one of the most secretive areas of state activity. 
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